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What is Sentinel?

Sentinel is one of the premier safety systems in use across the Rail Industry. We provide ralil
workers with a passport to work on the rail infrastructure across the United Kingdom by using
the latest smart card technology. Thisallowswor ker sé6 competence and
verified simply and effectively in near real time.

How is it used?

All competence information is stored electr
the card) and can be updated using a variety of methods. The card has a unique QR code
printed on the front and when this is scanned, it automatically accesses part of the
cardhol derdés record in the Sentinel databas

The smartcard is also compatible with some Near Field Communication (NFC) devices. NFC
allows you to scan a card by holding it against the back of the phone rather than scanning the
QR code.

When a card is swiped its information is stored in the phone for 28 days (this is called
caching). If you are in an area of no communications, this information can be retrieved and
used to swipe in.

Who uses Sentinel?

Sentinel is growing. There are over 132,000 users on the system with an increase of more
than 8,000 users as Transport for London has adopted the scheme. The technical capability
has also been dramatically improved and now there is new functionality (Site Access) which
willi mprove the management of workersd hours
fatigue.

The users consist of workers who work on the rail infrastructure; both Network Rail and
External contractors, Training providers, Medical providers and Sponsors. They all use
Sentinel in order to ensure that workers have quick and easy access to work, training to
ensure that they are competent and medicals to make sure they are fit to work.
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How to download the app

The Sentinel app is available in four versions:

iPhone Android QR Android NFC

)

If you have an|For Android | For Android phones | For Windows phones
iPhone, download the | phones, download | with NFC, download | (NFC/QR), download
Sentinel iPhone app | the Sentinel QR | the Sentinel NFC | the Sentinel app from
from iTunes or the|app from Google |app from Google | the Microsoft Store.

Network Rail app | Play Play
Catalogue

How to download the Sentinel app to an iPhone:

. Select the app Store/app Catalogue on the iPhone.

. Select search, then type Sentinel.

. The Network Rail Sentinel app shows in the search results.
. Select Get, then Select Install.

. The app will appear on the iPhone.

How to download the Sentinel app to an Android smartphone:

1. Select Google Play on the Android smartphone.
. In the search field, type Sentinel.
. Select the Sentinel QR icon and select Install. However, if the Android supports NFC
(Near Field Communication), select the Sentinel NFC icon and Select Install. Note:
There may also be a need to select the Accept icon.

How to download the Sentinel app to a Windows smartphone:

1. Select the app store (Shopping bag icon).

2. Type in Sentinel in the store search bar.

3. Select Sentinel QR/NFC app.

4. Select install

5. app will appear in app list whilst downloading & will be greyed out.
6. Once downloaded app will appear in full colour, Sentinel logo.

Once downloaded, the Sentinel app is ready for use. The next section explains how to swipe
a Sentinel card in using the mobile app.
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Swiping in a Sentinel card using the Sentinel app
This section shows how a card checker uses the app to swipe themselves and their team in.

The new functionality in the Sentinel app requests the card checker to enter the following for
each team member before swiping them in:

1 Time left place of rest
1 Planned shift duration
1 Time to place of rest




. To open, select the Sentinel app onthe mo b i hoeé xreen.
. Then select the QR Code icon and the camera will open.

. The card checker has to swipe in first by positioning their card with the QR code facing
the camera.

. The Select Sponsor screen appears - the Sentinel app shows both Primary and Sub
Sponsors. Select the correct Sponsor and then press Done to continue.

-
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Amey OWR Ltd { Primary )




. Select Start Shift.

The Location Type lists the work area. Select the Location Type that matches or
closely matches the relevant Location Type where you are.

. Then select Next.

. The app will then display the Locations associated to the Location Type. Select the
Location that matches or closely matches the relevant Location where you are.

Select Next. After choosing the Location you can swipe yourself in. You have to do
this before you can swipe in your team.

Sentinel =

Start Shift Electrical Control Room

or Fixed Work Site

Pick Another Location IECC

Level Crossings

Record Use of Competence Local Distribution Centre
LU Possession SAC point
LU Station SAC point
Maobile Site
MOM

NR Office

110
tion Type Location
Awre Down
Barmoor Clough
Batley Station
Brecinarie Drain
Calcot Mill
Cariton Road Down Fast
Castle Eden
Challow UM
Collingham
Colton Nth SF
Coventry Platform 3

Crossgates




Time left place of rest, e.g. home or hotel.
Planned shift duration How long your shift is.
Travel time to place of rest e.g. home or hotel.

. If the individual has any Medical Restrictions, they will be identified above the swipe
information.

. After this information has been entered, select the Swipe In icon.

HIRAM WEBSTER
142505

8\st Updated:07/07/2016 10:02
Medical Restrictions
Requires Glasses
Requires Contacts
Swipe Information
Currently swiped into:
Hours since last swipe out : 2662

Today

Role
Time left place of rest 08:00
Planned shift duration 8hoOm

Travel time to place of rest 0h30m

O. The card checker is swiped in and a team screen has been created. This is where the
team will be shown once people are swiped in. It also shows where you are on shift.

P. To swipe in the next person select QR Code and repeat the process. As each person

is swiped in they will be listed under the card checker.

02-UK 4G 92% ] e —
ee000 02-UK 4G 10:02 92% -y

Main Menu
Main Menu

ﬁ HIRAM WEBSTER

‘ Click to view details

H HIRAM WEBSTER
‘ Click to view details
8 JAMES BLACK

Click to view details
a HARRISON BAILEY

Click to view details

Forgotten Card B QR Code Forgotten Card B QR Code




Acknowledging and recording a Safety Brief

The next section shows how to record a Safety Brief.

When a team goes trackside they are given a Safety Brief. With the new functionality this
can now be recorded on the app.

The card checker will give the brief and then scan the team membersé cards to record
acceptance of the brief. This replaces the need for a wet signature on paper.

If an individual refuses to accept the Safety Brief, their card is not swiped and the individual
will not be allowed trackside.




. Select Main Menu on the top left hand corner of the screen.

. Select the Give a Trackside Safety Briefing icon.

. After the Safety Brief has been delivered, the card checker types the reference into
this screen.

. Select the Next button.

Yad

L ]
10:18 28% -
Main Mend
On shift with 2 people at
Castle Eden
Ret. CBO70716 Planned Work Hours Left

ﬁ CLAYTON BARRETT

7h45m
‘ Click to view details On shift with 2 people at

Castle Eden

JAMES BLACK
a Click to view details Pick Another Loca
HARRISON BAILEY

Record Use of Competence at
Castle Eden

Forgotten Card B QR Code

Give Another Safety Briefing

It TfL, please ‘Check a Card via the
Go Trackside submenu
3G

°00 02-UK 4G

Main Menu

Safety Briering Reference

CB070716|

17234567890




E. To accept the Safety Brief everyone has to have their card scanned again (if you have
any Forgotten Card holders you will need to collect a Wet Signature from them). To do
this click on the QR Code button and scan eachteam member 6s car d.
circles against a personds naSafetyBriefdi cat e ||t

F. After this select the Go Trackside button.

G. A warning message appears if not all team members have accepted the Safety Brief.

H. If No is selected, scan the team memberés card by
After that, the Safety Br i ef 1 s regi stered agai rgsldctthe h

Go Trackside button again.

If Yes is selected, the system records the team as going trackside without one or more
team members having the Safety Brief registered against their name.

On shift with 2 people at
Castle Eden
Ret: CBO70716 Planned Work Hours Left

CLAYTON BARRETT
7hasm
Clik to view details .

JAMES BLACK Missing Safety Briefings
Not all members of the team have been

Click to view details €@ given a Safety Briefing do you still wish
to go trackside?

HARRISON BAILEY

ide when finished
Forgotten Card QR Code
Give Another Safety Briefing

Go Trackside




Recording a Risk Assessment based on the 12 hour rest rule

This section shows how to record a Risk Assessment if an individual has not had the required
12 hours rest.

Following an individual being swiped out via Finish work for the day thel2 hour rest rule will
be initiated. This rest rule indicates that every individual must have 12 hours rest between
shifts. If they try to swipe in having less than 12 hours rest, the app requires for them to
undertake a Risk Assessment

If the Risk Assessment shows that the individual should not work, their access must be
denied and recorded in the app.




A. Using the QR code, scananindi vi dual 6s Sentinel card as

B.I'f the individual hasndét had enough rest
their name and Sentinel number. Before selecting the Risk Assess icon, check the
basic fatigue information has been populated and is correct. Then select the Risk

Access icon.

—

I S ent | ne | ‘ HIRAM WEBSTER

Less than 12hrs since last Swipe Out
Risk Assessment required

ONLY TO BE USED IN A POSITION OF SAFETY
Last Updated:07/07/2016 10:23

Swipe Information

Currently swiped into :
Hours since last swipe out : 0
Today

Role
Time left place of rest 09:00
Planned shift duration 8hom

Travel time to place of rest 0h30m

J

Competences Held
Competence

Temals Ok,

C. A Risk Assessment needs to be performed by a Duty Manager or Nominated Person.
Their name is then recorded in the app along with a specific reference number. Their
Sentinel number can also be recorded if they have one. Depending on the result of the
Risk Assessment, the card checker selects either Deny or Allow.

D. The individual is now Swiped In as shown in the team screen.

o000 02-UK 4G 10:24

Main Menu

Less than 12 hrs since Swipe Out
Risk Assessment Required
Before this person can start this shift, a

Risk Assessment must be carried out DIRK BUTLER
Please contact the Duty Manager or 7has5m

lanned Work Hours Left

Nominated Person and enter their details
below

Click ta view details

A HIRAM WEBSTER

John Smith ‘ Click to view details

JS120116

What was the outcome of the
Risk Assessment?

Forgotten Card B QR Code
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Dealing with instances of 6 Bnied Accessod
There are many reasons why someone should be denied access to work.

The system will automatically flag up if someone does not have a Sponsor, a Core
Competence or a failed Medical or D&A.

It will also allow you to manually deny someone access if, for example, they do not have the
correct PPE or are behaving inappropriately.




A. Openthe SentinelappandSwi pe the individual 6s

card

B. If an individual does not hold PTS/ICI the system will highlight this automatically.

C. The same happens if the individual does not have a valid Sponsor.

D. In both these instances the only option is to Deny them access.

|Sentinel
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Scan your card via QR code usingfle
button below

B QR Code

JARRED HUBBARD
435823

Last Updated:18/12/2015 11:52

No Sponsor

JARRED HUBBARD
435823 8

Last Updated:18/12/2015 11:35

No Core Competence




In some cases the card checker will need to deny access for other reasons, such as lack of
PPE or if they do not hold the correct competence to do the job they have been assigned.

A. Select the Deny icon.

B. Then select on the most appropriate reason to deny access and select OK.

Cancel

PETE WEBER
522034

‘ Lack of PPE

Last Updated:07/07/2016 10:31
Medical Restrictions
Requires Glasses

Swipe Information
Currently swiped into :
Hours since last swipe out : 2229

Today
Role

Time left place of rest 09:30
Planned shift duration 8hom

Travel time to place of rest 0h30m

Record Competence Usage




Using the Sentinel app with NFC (Near Field Communication)

Some Android and Windows phones have the ability to read cards by using NFC
functionality. To do this the correct app needs to be on the phone and NFC needs to be

turned on.

The process for swiping people in/out/safety briefs and inductions is the same apart from with
NFC you hold the card to the back of the phone for it to be read rather than scanning it with

the QR Code.




What is Near Field Communication?

NFC is a way for your phone to interact with something in close proximity. It provides a
wireless connection between your device and another (this could be another phone,
smartcard or tag). It allows for two-way communication, with both devices involved being able
to send and receive information.

INFC)

. To turn NFC on in an Android or Windows phone, go to the Settings icon.

. Select the NFC option (Note: some Android and Windows phones may not look the
same as this).

. Turn NFC on.

Settings SEARCH

5) Mobile hotspot and tethe..

Settings O Data usage
Allow the use of mobile payment
® Mobile networks services, data exchange, and the
reading and writing of tags when the
@ NFC and payment device touches another device.

@ More connection settings 'S"dmid Beam
n

Tap & Pay




Having made sure NFC is switched on, open the Sentinel app and hold the Sentinel
card to the back of the device.

Make sure the card stays at the back of the device in order for the app to read the card
information.

. Select the correct Sponsor and then continue to use the Sentinel app as already
shown in the previous sections; the only difference is NFC functionality is used rather
than QR code reader to record swipes.

|7Sentine
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Scan your card either via NFC (by holding
the card to the back of the device) or via QR
code using the button below
Please select the sponsor for this
ardholder today

Mtwork Rail (Primary)

QR Code Select

Reading Card Data. Please
keep card in contact with
device until this process
completes.




Too right | am! This is your third time —
after that, no shift. Got it?

Swiping in an individual who has forgotten their Sentinel card

As with the process now, if someone forgets their Sentinel card the card checker can use the
Forgotten Card functionality to swipe that person in.

In line with the Sentinel Scheme Rules, anyone who forgets their card more than 3 times in a
12 month period will not be allowed to access the infrastructure.

A card checker has the right to refuse to use the Forgotten Card functionality.




A. Select the Forgotten Card icon.

B. Enter the information required: Surname and Initial plus either the Date of Birth (DOB)
or the Sentinel number and click Find.

C. When the person has been found select their name to bring up their details.

Main Menu

On shift with 1 person at Surname Weber
Bedford Di

Initial [
DIRK BUTLER DOB
Sentinel No 522034
Click to view details
& HIRAM WEBSTER
Click to view details

PETE WEBER
522034

Forgotten Card B QR Code




D. Checkt he i ndividual 6s
a. Time left place of rest
b. Planned shift duration
c. Travel time to place of rest
Then select Allow.

E. The complete team can be viewed in the team screen.

v On shift with 2 people at
Swipe Information Bedford Depot
Currently swiped in to :

Hours since last swipe out : 977 s DIRK BUTLER
Robe Click to view details

HIRAM WEBSTER
Time left place of rest ’

7h45m
Planned shift duration ‘ Click to view detais

Travel time to place of rest ﬁ: PETE WEBER

‘ Click to view details

Safe Systesm of Work Plannes.
POSW Authorising Autherity,
POSW Plannesfiusse. " . Forgotten Card B QR Code

F. If an individual has forgotten their Sentinel card more than 3 times in a 12 month
period, they will be denied access to work.

Surname
Initial
DOB

Sentinel No 604251

ROLANDO BANKS
604251

Manual Swipe Limit Exceedes




Swiping in using a Track Visitors Permit (TVP)

Individuals who d o n 6 t a Sediheldcard may occasional need to access the infrastructure.
The Sentinel system allows for this by allowing a card checker to swipe someone in who
holds a TVP.

Individuals may apply for up to 12 Track Visitors Permit (TVP) in a 12 month period.




A. From the team screen, select the QR Code button, then scan the QR code on the
TVP.

B. Before continuing, check the details on the TVP are correct and then select the Allow
icon.

C.Notice the TVP holderd6s name is now incl

*000 02-UK 4G
Main Menu

On shift with 2 people at
Castle Eden

Planned Work Hours Left
CLAYTON BARRETT
i 7h45m
Click ta view details
JAMES BLACK
& Click to view details
& HARRISON BAILEY

Click to view details
John Henry
Click to view details

Forgotten Card

John Henry
100331474

Swipe Information
Currently swiped in to :

Hours since last swipe out :0
TVP Information

Reason for Visit Track Visit
Valid From 14/01/2018 09:30
Expires 15/01/2016 00:00
Cancelled Date

Sponsor Name Amey DWR Ltd

Locations Eletchley




Recording Use of Competence

This section shows how to record the Use of Competence in Sentinel using the Sentinel app.

The app enables the recording of the Use of Competence by a card checker. This can be
performed at any time during or after a shift.

This allows a record of competence usage to be built up within your mySentinel account and
could replace the need to maintain a manual record.




Recording a competence at the end of a shift
A. From the main menu, selectt he On s hidor. t

B. Selectan i ndividual 6s name

C. Select the Record Competence Usage icon.

saf

Sentinel

On shift with 2 people at
Castle Eden

or

Pick Anather Location

Currently working on Safety Briefing
CBO070716 with 2 people

Record Use of Competence at
Castle Eden

If THL, please ‘Check a Card" via the
submenu

Castle Eden

Hours since last swipe out :
Today

Role

Time left place of rest
Planned shift duration

Travel time to place of rest 0h 34

Record Competence Usage
Competences Held

Track Safety
[ Personal Track Safety
. AC Lines

Working Near or Adjacent to the DC  28/02/2018
Conductor Rail

Continue working Finish Work
at another location for the day

wi t hé

from the team

Main Menu

On shift with 2 people at
Castle Eden

Planned Work Hours Left
CLAYTON BARRETT
7h15m
Click to view details
s JAMES BLACK
Click to view details
: HARRISON BAILEY
Click to view details

Forgotten Card B QR Code

S




. Select the competence which has been used by sliding the button to the right. When
recording Use of Competence a note may be added, however, this is not mandatory.

. Select the Record icon on the top right hand side of the screen.

The competence has been recorded as being used. The dates are not shown in the
app but are uploaded to the Sentinel database.

. 'You can now select Finish work for the day or Continue working at another location.

Track Safe
wo

riing Near or Adjacent to the DU Conauetor
i

Individual Working Alone.

QWERTYUI OFP
A SDFGHUJKL
Z XCVBNM

123 @ g space return

Castle Eden

Hours since last swipe out :
Today

Role

Time left place of rest 8:30
Planned shift duration 8hOm

Travel time to place of rest 0h30m

Record Competence Usage

Competences Held
[Competence

Track Safety
[ Personal Track Satety.
- AC Lines

[l Working Near or Adjacent to the DC  224/2018
Canductor Rail

Finish Work
at another location for the day




Recording a competence at any time

A. From the main menu select the Record Use of Competence icon.

B. Choose the location where the competence and the date it was used. Add a Safety
Briefing reference if it is relevant.

Note: If adding a Safety Brief reference, PTS will not be recorded as this will have been
recorded automatically at the time the shift took place.

C. Select the QR code button and scan the card.

D. Select the Record Competence Usage icon.

«  Record Use of Competence

Back

Record Competence Usage at
Banbury Maintenance Dgp

On shift with 2 at
Castle Ec:::* or Pick Another Location

or
Date Competence Used
Pick Another Location

Currently working on Safety Briefing N : )

Record Use of Competence at
Castle Eden
Safety Briefing Reference

CN-2583536894

If TfL, please 'Check a Card" via the
submenu

Forgotten Card

Castle Eden

Hours since last swipe out :
Today

Role

Time left place of rest 8:30
Planned shift duration 8h0m

Travel time to place of rest 0h30m

Record Competence Usage

Competences Held
[Competence Expir:
Track Safety
. Personal Track Safety. 28/02/2018
28/02/2018

orking Near or Adjacent to the DC  28/02/2018
nductor Rail

Finish Work
for the day




E. Select the competence to be recorded then select Record.

F. The usage dates are not shown in the app but are uploaded to the Sentinel database.

Track Safe Castle Eden
working Near or Adjacent 10 the DU Conductor .
Rail Hours since last swipe out :
Today
Role
Lookout. .
Time left place of rest 8:30
No esued Planned shift duration 8hOm

Individual Working Alone. Travel time to place of rest 0h30m

Record Competence Usage

Competences Held
Competence EXpir
QWERTYUI OFP Track Safety

[l Personal Track Safety. 28/02/2018

A SDFGHJ KL [l ~ClLines 28/02/2018
[l Working Near or Adjacent to the DC  28/02/2018
Conductor Rail

Z XCVBNM

Continue working Finish Work
123 @ @ space return at another location for the day




»

Yeah. Are you giving us the rest of the da{ off?

Dealing with changes during the working day

There are many things that can change in a day. Members of the team may have to leave
and go somewhere else or the card checker may have to change half way through a shift.

All these are possible with the app and in this section we show you how to complete these
processes.




Individual leaving the team to work somewhere else

From the main Sentinel menu, select the On Shift withé icon.
. Select on the individual who is leaving the team.

. Select Continue working at another location button.

. This removes them from the card checkers team screen and enables them to be
Swiped In by the next card checker.

Main Menu

On shift with 2 people at
Castle Eden

Planned Work Hours Left

CLAYTON BARRETT
7hism
On shift with 2 people at
Click to view details

Castle Eden

JAMES BLACK
Pick Another Location
Click to view deta
Currently working on Safety Briefing HARRISON BAILE
CB070718 with 2 people

Record Use of Competence at Click to view details

Castle Eden

If TfL, please ‘Check a Card" via the
submenu

Forgotten Card B QR Code

JAMES BLACK
453597

Last Updated:07/07/2016 10:48
Medical Restrictions
Requires Glasses

Requires Contacts

Swipe Information
Currently swiped into :
Castle Eden

Castle Eden

Hours since last swipe out :

Today
Role
Tima laft nlaca of ract 718

Finish Work
for the day




. The next card checker needs to carry out the swipe in process and check
competences. If necessary, the card checker will amend the Travel time to place of
rest. The Time left place of rest and Planned shift duration cannot be amended.

The card checker selects the Allow button.

. The individual has now joined the team.

JAMES BLACK
453597

Last Updated:07/07/2016 10:58
Medical Restrictions
Requires Glasses
Requires Contacts

Swipe Information
Currently swiped in to :
Hours since last swipe out : 332

Today

Role
Time left place of rest 07:15.
Planned shift duration 8h Om

Travel time to place of rest 0h30m

Record Competence Usage

Main Menu

On shift with 2 people at
Castle Eden

Planned Work Hours Left
VAN BENDER
9 7h4sm
Click to view details
: HARRISON BAILEY
Click to view details
& JAMES BLACK

Click to view details

Forgotten Card B QR Code




Change of card checker

A. From the main Sentinelmenu,s el ect the Qcon Shift withd©eé
B. Select a member of the team and choose Continue working at another location

C. That individual has now left the team and you can repeat the process for everyone
else including yourself. If you are finishing for the day choose that option or if you are

moving to another location choose Continue working at another location.

Pick Another Location

Record Use of Competence at
Castle Eden

If TiL, please ‘Check a Card’ via the
submenu

ecco 02-UK 4G

Main Menu

& VAN BENDER
Click to view details
F‘\ HARRISON BAILEY

Click to view details

Forgotten Card B OR Code

9000 02-UK 4G

Main Menu

lanned Work Hoy
: VAN BENDER
Click to view details
F\ HARRISON BAILEY

= -

& JAMES BLACK
Cliek 1o view details

Forgotten Card QR Code

JAMES BLACK
453597

Last Updated:07/07/2016 11:01
Medical Restrictions
Requires Glasses
Requires Contacts

Swipe Information
Currently swiped into :
Aberdeen Depot

Hours since last swipe ou;
Today

Role

Time left pla

This will enforce the 12 hour rest
period prior to next swipe in




D. This removes everyone from the team screen enabling the replacement card checker
to swipe themselves in.

E. As before the card checker would then swipe in the team.

Main

Main Menu
CLAYTON BARRETT
579828

H CLAYTON BARRETT

Last Updated:07/07/2016 10:12 ‘
Click 10 view details

Swipe Information
Currently swiped into :
Hours since last swipe out : 331

Today

7h45m

Role
Time left place of rest 7:30
Planned shift duration 8hom

Travel time to place of rest 0h30m

Competences Held
Competence

Forgotten Card QR Code

#9000 02-UK

Main Menu Main Menu

Planned Work Hours Left Planned Work Hours Left
A CLAYTON BARRETT ﬁ CLAYTON BARRETT

7h45m 7h45m
‘ Click to view details ‘ Click 10 view details
£ JAMES BLACK & JAMES BLACK
Click to view details Click to view details
(& HARRISON BAILEY

‘ Click to view details

Forgotten Card BOR Code Forgotten Card QR Code




AT e
Good - let’s make a start.

Recording a completed Site Induction

This section shows how to record a completed Site Induction.

Before going out on track a Site Induction should be carried out. This can be done on the day
or weeks beforehand.




From the Main Menu, Select the sub menu button. This could be on the top or bottom
of the screen, depending on your phone.

. Select Give Site Induction

. Choose the Location Type

. Choose the Location.

Select the QR code icon and scan the Sentinel card.

Now the team member has been recorded, their details can be seen. Repeat this for
all team members until everyone has had the Site Induction recorded against their

name.

Sentinel

Start Shift

or
Pick Another Location

Give a Trackside Safety Briefing

Record Use of Competence

If TIL, please ‘Check a Card’ via the
submenu

ec0c 02-UK & 11:43

( Location Type Location

Beattock P-Way depot
Bedford Depot

Bletchley Depot
Bournemouth Maintenance...
Broxbourne Depot

Burton Depot

Butler Street Depot

Carlisle Maintenance Depot
Carrbridge Pway Depot
Garstairs Depot

Catheart Depot

Cattlepens Depot

Show Own Card
Give Site Induction
Show History
Check a Card

Log Out of App

About

02-UK &

Main Menu

Forgotten Card B QR Code

ec0c 02-UK T 1141

Main Menu Location Type
Area Plant Manager
Depot
Electrical Control Room
Fixed Work Site
IECC
Level Crossings
Local Distribution Gentre
LU Possession SAC paint
LU Station SAC point
Mobile Site
MOM

NR Office

02-UK =
MainWenu

14/01/2016 10:29
612183
Site Induction

Forgotten Card QR Code




Swiping out at the end of the shift

This section shows how to Swipe Out of Sentinel using the Sentinel app.

The last thing that must be done at the end of a shift, or a working day, is to swipe out of
Sentinel. This is performed by the card checker who will swipe out their team or by a Lone
Worker who swipes themselves out.

The act of Swiping out and choosing to finish work for the day records the time that
individuals finish work. This also starts the 12 hour rest clock.

This means the next time that individual starts work and is swiped In the system is able to
calculate if the individual has had 12 hours rest and if a risk assessment will be required.

This is an important process which enabl es




A. Go to the team screen then select the first individual to be swiped out.

B. Select Finish Work for the Day, (a popup screen will appear informing you that this will
start the 12 hour rest rule) then select Confirm.

C. Back at the team screen, notice the individual has been swiped out (their name is no

longer shown). Repeat the process for everyone in the team, swiping out the card
checker last.

On shift with 2 people at
Castle Eden

VAN BENDER
& Click to view details .
HARRISON BAILEY _ —
Confirm End of Day
& Click to view details ' This will enforce the 12 hour rest
period prior to next swipe in

JAMES BLACK
A Back Confirm
Click to view details

Forgotten Card B QR Code

Menu

On shift with 2 people at
Castle Eden

: VAN BENDER
Click to view details
: HARRISON BAILEY
Click to view details

Forgotten Card QR Code




Chapter Two - PC Client
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Starting and Logging into the Sentinel Client

Before starting the Sentinel Client, ensure you have the Card Reader connected to your PC.

@ Apple Software Update

e Default Programs

| i Desktop Gadget Gallery
# Easi-Quest5.09d

5 intestict Explores 64530 Piossar A shortcut to the Sentinel Client may be on your

(& Internet Explorer . . .
O LA St i B Computer desktop, or you may find it in the start menu.

o Microsoft Security Essentials Launch the Sentinel Client by clicking either of

© Microsoft Web Platform Installer Network

@ Mozilla Firefox these.
#4 Sentinel Client Control Panel
m SQL Server Data Tools 2012
E] Thames Water Smartcard Reader Bices and Smters
' VMLite Android App Controller
g. Windows Anytime Upgrade
-f—,j Windows DVD Maker

%25 Windows Fax and Scan
 Windows Media Center Run...
@ Windows Media Player
] Windows Update

<& XPS Viewer

| Accessories

.. Administrative Tools

1. CHIPDRIVE

.. Cisco ASDM-IDM Launcher

1, CSCS go smart Software

Administrative Tools »

Help and Support

4  Back

| |Search programs and files

a Sentinel Smart Card Reader

Once started, you will see the erice’ Aweing ke i e L
Sentinel Smart Card Reader SCM Microsystems Inc. SDIDT1G SAQUA Reader 0

window listing the connected |
smartcard readers that the :
application has  successfully '
detected. Also, the Sentinel Client
icon may be displayed in the |
system tray. |

Identive SDID11G Contactless Reader 0




Swiping in using a Site Access Administrator Log on

If you are swiping in people and do not have a Sentinel card you will be assigned a Site

Access Administrator Username and Password.

A. To access the system click on the up arrow, the Sentinel Client Icon or the top part of the

Sentinel Card Reader box (as indicated below)

B. Then right click on the PC Client icon and select Log on Site Access Admin.

C. Enter your username and password and press Logon.

¥4 Sentinel Smart Card

Service: Running

= |
08 Dec 2015 @ 13:59:50 [00:08;

OMNIKEY CardMan 5x2

#® Plugins » ]
/&, Operations... [ —
| Log On Site Access Admin J‘

OMNIKEY CardMan 5x21 0

02Micro CCID SC Reader 0

Show Idle Readers

System Information

Show Messages

Show Versions...

Exit

Sentinel

Site Access Administrator Log On

User Name |20t

Password gg000000




. Select your sponsor.

. You will be taken to the main menu where, depending on how your profile is set up, you
will be able to set your location and swipe people in and out etc.

It also shows that you are logged in as the card checker.

. Click on Set Location,

Select Sponsol
Please select the sponsor for the cardholder today

e AGS People Limited (Primary)

Sentinel

Current Location Type: Training Centre ard Checker: JOHNIE ABBOTT (jabbott)
Current Location: Walsall Training Centre

Main Menu

View User

Set Location

Check a Card

Swipe In

Swipe Out

Record Competence Usage




H. Then choose your Location Type e.g. Training Centre and then pick your location and
press Set.

I. Your location is now set and can been seen at the top of the screen on the main menu.
This will stay the same until you log in somewhere else and change the location.

Sentinel

Current Location Type: Training Centre Card Checker: JOHNIE ABBOTT (jabbott)

Current Location: Walsall Training Centre

Set Location Main Menu

Location Type Training Centre

Location |

AP Webb Plant Hire Ltd

Absolute Training & Assessing
Ltd

Basingstoke Training Centre

Bema Rail

Bletchley Training Centre

BR Rail Ltd

Bridgeway Consulting Limited

Bristol Parkway Training Centre

Current Location Type: Training Centre Card Checker: JOHNIE ABBOTT (jabbott)

Current Location: Basingstoke Training Centre




When this is done, in order for you to be able to swipe people in, you have to swipe yourself
in first.

J. Click on Swipe In

K. When the following page appears click on Proceed.

L. You are now able to swipe in delegates.

Current Location Type: Training Centre Card Checker: JOHNIE ABBOTT (jabbott)

Current Location: Basingstoke Training Centre

View User

Set Location

Check a Card

Swipe In

Swipe Out

Current Location Type: Training Centre Card Checker: JOHNIE ABBOTT (jabbott)

Current Location: Basingstoke Training Centre

Swipe In Main Menu

JOHNIE ABROTT
Sentinel Number 1109083

No Core Competence

Can Swipe In Cards at the following Locati Location, Depot, Area Plant Manager, Electrical Control Room, Signal Box, IECC, Local Distribution Centre, Route Operations Centre, Training Centre, NR Office,
Mabile Site, LU Possession SAC pointglignal Managers, Station, Fixed Work Site, Level Crossings, Panel, LU Station SAC point, Signal Centre, MOM

Current Location Type: Training Centre Card Checker: JOHNIE ABBOTT (jabbott)

Current Location: Basingstoke Training

Swipe In Main Menu

Please present a card to swipe in,

Forgotten Card

Find TVP




M. To swipe in the first person place the card on the Smartcard reader.

N. The Sentinel Client application will detect the card, and provide visual confirmation by
means of the green progress indicators that the card is being read/and if necessary

synchronised (updated) as shown below.

(= o e |
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. Once the card has been synchronised, a second window will open, to allow the user to

choose t he

car dShoosorder 0's

current

Upon confirmation of the cardholder & pons®r a page opens and it is here that you enter
the Time Left Place of Rest, Planned Shift Duration and Travel Time to Place of Rest.

. You are also able to check that the person holds the correct Competencies for that day.

Current Location Type: Training Centre

Current Location: Basingstoke Training Centr:

Select Sponsor
Please select the sponsor for the cardh

* Amey OWR Ltd (Primary)

None of the above

Card Checker: JOHNIE ABBOTT (jabbotr)

© Reference Point Limitad (v.2.0.16.79 - 24/03/2016 10:54:01)

Sentinel

Current Location Type: Trainin g Centre

Current Location: Basingstoke Training Centre

Swipe In

7 Confirm Swipe (o]

Time Left Place of Rest | ..

Planned Shift Duration o

Travel Time to Place of Rest | o o0

Status: PRINTED
Issued Date: 30/10/2015

Checked with Sentinel Database: 05/04/2016 08:29:47

Hours since last swipe out: 429
Last swipe out location: Awre Down
Currently Swiped In To:
Date

Core Competences

Expires

28/02/2018
28/02/2018

. Personal Track Safety.
I AC Lines

. Working Near or Adjacent to

the DC Conductor Rail 28/02/2018

Other Competences

Card Checker: JOHNIE ABBOTT (jabbott)

@ Reference Point Limited (v.2.0.16.79 - 24/03/2016 10:54:01)

§ Screenshots for Pilot § All Things Sentinel m e 71 PC Client 2 - Micros...

[ Training Centre User ...

Desktop B ~ il @




R. Once the relevant information has been entered you can click on confirm swipe.

S. You are then taken back to the Swipe In page when you can swipe in the next person

Card Checker: JOHNIE ABEOTT Gabbar)

Time Lefr Place of Rest 5 50
Flanned Snifc Durasion | g,
Travel Time to Place of Rest o4 Som

Card Checker: JOHNIE ABEOI 1 (abbor)

all List Current Swipes
Current Location lype:
Main Menu

Cur st Location.

Swipe In
DOUG BURGESS

437146

Statuz: PRINTCD
Issued Date: 30/10/2015

667293

Swipe In

Amey OWR Ltd Status: PRINTED
Issued Date: 30/10/2015




Swiping In using a Sentinel Card

A. Place your Sentinel card on the PC Card reader and once it has been read you can
select your Sponsor.

. You will be taken to the main menu where, depending on how your profile is set up,
you will be able to set your location and swipe people in and out etc.

. It also shows that you are logged in as the card checker.

. Click on Set Location.

Select Sponsoi
Please select the sponsor for the cardholder today

e AGS People Limited (Primary)

o5

Sentinel

Current Location Type: Training Centre

Current Location: Walsall Training Centre

View User

Set Location

Check a Card

Swipe In

Swipe Out

Record Competence Usage

Log Off




E. Choose your Location Type e.g. Training Centre and then pick your location and press
Set.

F. Your location is now set and can been seen at the top of the screen on the main

menu. This will stay the same until you log in somewhere else and change the
location.

Current Location Type: Training Centre Card Checker: JOHNIE ABBOTT (jabbott)

Current Location: Walsall Training Centre

Set Location Main Menu

Location Type Training Centre

Location b|

A.P Webb Plant Hire Ltd

Absolute Training & Assessing
Ltd

Basingstoke Training Centre
Bema Rail

Bletchley Training Centre

BR Rail Ltd

Bridgeway Consulting Limited

Bristol Parkway Training Centre

Current Location Type: Training Centre Card Checker: JOHNIE ABBOTT (jabbott)

Current Location: Basingstoke Trainin




When this is done you need to swipe in.
G. Click on Swipe In
H. When the following page appears click on Proceed.

You are now able to swipe in delegates.

Current Location Type: Training Centre Card Checker: JOHNIE ABBOTT (jabbott)

Current Location: Walsall Training Centre

View User

Set Location

Check a Card

Swipe In

Swipe Out

Record Competence Usage |

Log Off |

Sentinel

Current Location Type: Training Centre

Card Checker: JOHNIE ABBOTT (jabbort)

Current Location: Basingstoke Training Centre

Swipe In Main Menu

JOHNIE ABBOTT
Sentinel Number 1109083

No Core Competence

Can Swipe In Cards at the following Location Types: Location, Depot, Area Plant Manager, Electrical Control Roam, Signal Box, IECC, Local Distribution Centre, Route Operations Centre, Training Centre, NR Office,
Mobile Site, LU Passession SAC point, Signal Managers, Station, Fixed Work Site, Level Crossings, Panel, LU Station SAC point, Signal Centre, MOM

Current Location Type: raining Centre Card Checker: JOHNIE ABBOTT (jabbott)

Basingstoke Training Centre

Main Menu

Please present a card to swipe in

| Q Forgotten Card

| © Find TVP




J. To swipe in the first person place the card on the Smartcard reader,

K. The Sentinel Client application will detect the card, and provide visual confirmation by
means of the green progress indicators that the card is being read/and if necessary
synchronised (updated) as shown below.

=
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Once the card has been synchronised, a second window will open, to allow the user to
choose the car dcShoodforder 6s current

.Upon confirmat i on Spohsortalpage apens ahti ibis leee thats/ou
enter the Time Left Place of Rest, Planned Shift Duration and Travel Time to Place of
Rest.

. You are also able to check that the person holds the correct Competencies for that
day.

. Once the relevant information has been entered you can click on confirm swipe.

. You are then taken back to the Swipe In page when you can swipe in the next person.

Current Location Type: Training Centre Card Checker: JOHNIE ABEOTT (iabbott)

Current Location: Basingstoke Training Cent

Select Sponsor
Please select the sponsor for the card|

& Amey OWR Ltd (Primary)

# None of the above

© Reference Point Limited (v.2.0.16.79 - 24/03/2016 10:54:01)

§ Screenshots for Pilot } ANl Things Sentinel y =) ient 2 - Micros... Deskiop B « .l @ W 2%

Current Location Type: Trai Card Checker: JOHNIE ABBOTT (jabbortt)

Current Location: ingstoke Training Centre

Swipe In

Q/.s Confirm Swipe G Deny Swipe

Time Left Place of Rest 07-30

Planned Shift Duration 8h

Travel Time to Place of Rest oh 30m




Sentinel

Status: PRINTED
Issued Dare: 20/10/2013

Checked with Sentinel Database: 03/04/2016 08:29:47

Hours since last swipe out: 429

Last swipe out locatien:  Awre Down

Currently Swiped In To:

Core Competences
Expires
M personal Track Safety. 28/02/2018
M Ac Lines 28/02/2018
oy v e
Other Competences

© Reference Point Limited (v.2.0.16.79 - 24/03/2016 10.54.01)

List Current Swipes.

Current Location Type: Training Centre Card Checker: JOHNIE ABBOTT (jabbott)

Current Location: Basingstoke Trainin:

Swipe In Main Menu

S e Next Card

DOUG BURGESS
Sentinel

437146
Swipe In Denied Lack of PPE
Amey OWR Lid Status: PRINTED

Issued Date: 30/10/2015
667293
Swipe In

Amey OWR Ltd Status: PRINTED
Issued Date: 30/10/2015

® Reference Point Limited (v.2.0.16.79 - 24/03/2016 10:54:01)

T —— e — s
urrent Swipes B Screens! B} All Things Sentinel entre User




Swipe Out

To swipe people out either log in again or, if the application is still open and you are logged
on,

A. Click on Swipe Out,
B. Proceed

Then scan the first card as you did on Swipe In.

Current Location Type: Training Centre Card Checker: JOHNIE ABBOTT (jabbott)

Current Location: Basingstoke Training Centre

View User

Set Location

Check a Card

Swipe In

Swipe Out

Record Competence Usage ‘

Log Off

Sentinel

Current Location Type: Training Centre Card Checker: JOHNIE ABBOTT (jabbott)

Current Location: Basingstoke Training Centre

Swipe Out Main Menu

JOHNIE ABEOTT
Sentinel Number 1109083

No Core Competence

Can Swipe In Cards at the following Lagfition Types: Location, Depot, Area Plant Manager, Electrical Control Room, Signal Box, IECC, Local Distribution Centre, Route Operations Centre, Training Centre, NR Office,
Mobsile Site, LU Possession SAC ” Signal Managers, Station, Fixed Work Site, Level Crossings, Panel, LU Station SAC point, Signal Centre, MOM

© Reference Point Limited (v.2.0.16.5




C. You are asked to tick if this is the last swipe of the day (are they now going home) and
to confirm the information regarding how long it will take them to get home.

If, for example, the location is a training centre and this was a half day course and the
delegate was going back on shift the Last Swipe of the Day need not be ticked.

D. If they used a competence you could also tick this box and record a note.

E. Click Confir wipe You are then taken back to the Swipe Out page when you can
swipe out

Swipe Out

«f  Confirm Swipe

Last Swipe of Day?
Travel Time to Place of Rest| o, o

Record Competence Usage ‘
v 4

Tick Competences used
and enter Notes if
required: Personal Track Safety. All good

AC Lines 0

Working Near or Adjacent to the DC Conductor Rail O

Status: PRINTED
Issued Date: 20/10/2015

d with Sentinel Database: 05/04/2016 08:33:35

¥ Screenshots for Pilot b All Things Sentinel

atl List Current Swipes

Sentinel

Current Location Type: Training Centrs Card Checker: JOHNIE ABBOTT (jabbort)

Current Location: Basingstoke Training Centr,

Main Menu

Swipe Out

[>) Swipe Next Card

667293 &
i [,

Status: PRINTED
Issued Date: 30/10/2015

} Screenshots for Pilot | All Things Sentinel Desktop B~ = .1 @ 08:36







Chapter Three - MySentinel

NetworkRail

my S e n tineil

My Profile.

NetworkRail|
—_——

mySentinel

Welcome.

Your mySentinel page allows you to view your profile — that's the detalls held about you on Sentinel. You can also ask to get your
detalls amended from here If you believe there Is something Incorrect.

If you want to start working for a new sponsor. you can contact them from this page. Occasionally, working relationships can go wrong
and If you are unhappy with the way you have been treated by a sponsor you can contact Network Ralil here.

m View my profile : Correct my detalls
Click here to view your Sentinel record Inform your sponzar of Incorrect Infonmation

;ontact a sponsor 5 Report a Sponsor
¢ own or a new Spanzar Excalate a problem you have with your zpanzar

Account settings Go to Sentinel
¢ email options ond zecurny detatz Click here to navigate to the man portal

.

Sentinel
Safer Smarter Simpler :;?n%os"a%e

every day

MySentinel is a website where anyone who holds a Sentinel card can view their
competences, expiry dates, update their personal information, get email alerts, contact a
sponsor, report a sponsor and so on.

58




The Sentinel log book replaces the paper log book currently used. When a competence is
recorded via the app or PC Card Reader it will be shown here.

To access MySentinel go to www.railsentinel.co.uk

A. Under Logon select Cardholders.
B. You are then asked to enter your Sentinel number and password.

C.1f you havenot registered click on
then be able to login instantly and view your profile.

’Sentinel

Site Access pilot
launches in
Western Route on
18 May 2016

Read more here

Smarter Simpler

Please log in.

Sentinel number

Sentinel
Safer Smarter Simpler



http://www.railsentinel.co.uk/

View my Profile
The home screen shows you all the pages you can access.

A. The View my Profile section holds information such as, your Sponsor, Medical, D&A,
Safety Briefings and Swipes.

NetworkRail

nySentinel

Welcome.

Your mySentinel page allows you to view your profile - that's the details held about you on Sentinel. You can also ask to get your
detalls amended from here If you belleve there Is something Incorrect.

If you want to start working for a new sponsor. you can contact them from this page. Occasionally, working relationships can go wrong
and If you are unhappy with the way you have been treated by a sponsor you can contact Network Rail here.

View my profile Correct my detalls
Contact a sponsor * Report a Sponsor
ontact your own or @ new Sponzar Excalate a problem you have with your zponzar

Account settings Go to Sentinel

navigats

N |

Sentinel
Safer Smarter Simpler

mySentinel

ent Sentine! prodie here 1f you feel that amy of this datn 15 Incomect of meeds UPEGting (for escmple, y

My HProﬁle.

) please

Mr REGGIE BASS
462288
J Murphy & Sons Limited

Operational
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Medical Restrictions
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Safety Briefings

Date Acknowledged Role Reference Briefed By

16/03/2016 Track Person DataCat CLAUDIOBOYD (452601)
16/03/2016 Track Person DataCar CLAUDIO BOYD (452601)
16/03/2016 Track Person DataCat CLAUDIO BOYD (452601)
16/03/2016 Track Person DataCat CLAUDIO BOYD (452601)
16/03/2016 Track Person AA135790 CLAUDIO BOYD (452601)
16/03/2016 Track Person SM160316 CLAUDIO BOYD (452601)
16/03/2016 Track Person SM160316 CLAUDIO BOYD (452601)
16/03/2016 Track Person as1234 CALVIN BENJAMIN (134395)
02/03/2016 Lookout men20316 CLAUDIO BOYD (452601)
271112015 10987654 CLAUDIO BOYD (452601)
26/11/2015 Lockout ff778866 CLAUDIO BOYD (452601)
26/11/2015 Track Person 11778366 CLAUDIO BOYD (452601)
18/11/2015 Track Person 1 CLAUDIO BOYD (452601)
1711112015 Track Person 1 CLAUDIO BOYD (452601)
101112015 12345 REGGIE BASS (462288
101112015 Personal Track Safety me1234 CLAUDIO BOYD (452601)
0971172015 Personal Track Safety MLE&1172 CLAUDIO BOYD (452601)
0971172015 Personal Track Safety MLE&1172 CLAUDIO BOYD (452601)

09/11/2015 Personal Track Safety MLEL1172 CLAUDIO BOYD (452601)




There is also a tab at the top of the page called Log book. This page shows you what
competences you used, if recorded via the app or PC Client.

competency section of your logbook.

This page will replace the

vSentinel

My Profile.

NetworkRail

mySentinel

Recorded Dase
16 Mar 2018
16 Mar 2016
16 Mar 2016
16 Mar 2018
16 Mar 2016
16 Mar 2018
16 Mar 2018
16 Max 2018
16 Mar 2015
16 Mar 2016
16 Mar 2016
16 Mar 2016
16 Mar 2018
16 Mar 2018
16 Mar 2018

Exclude PTS

Lecaton Type
Mobde Ste
Mcbde Ste
Mcgde Ste
Motde Ste
Ncodde Ste
Modde Ste
Mcbie Ste
Mcbde Ste
Mcobde Ste
Mcbie Ste
Modde Ste
Mobde Ste
Fload Work Ste
Fieed Work Ste
Foed Work Ste

Location Or Ref
Ayere Down
Ayre Down
Awre Down
Avere Down
Cakcot Ma
Calcot Ma
Caicot \a
Caicot Ma
Caicot Ma
Caicot \a
Avme Down
Avsre Down
Edgeiey
Edgeley
Edgeley

Roles Or Competence
AC Lines

Personal Track Safety
Track Person

Track Person

AC Lines

Pecsonal Track Safety
Track Person
Personal Track Safety
Track Person

Track Person

AC Lines

Perscoal Track Safety
Personal Track Safety
Track Person

Track Person

Pictes Safety Erefing Reference
m
Automatically logged wi m
na L
wa
DataCat
Automaticaly logged vt DataCat
n'a DataCat
Automaticaly logged wi DataCat
na OataCat
wa

Automatically logped wil AA135T90
na AAIISTOO
na




Contact a Sponsor

A. Next on the main screen is the Contact a Sponsor icon. Click on the icon.

B. In the Sponsor box, start typing the name of the Sponsor. The predictive text in the

system recognises what is being typed and provides a list of possible Sponsors. Click
on the correct one to select.

. In the main comments box, type the message then click the Send icon when finished.

The message will go to the Sponsor. Click the Home button to return to the main
menu.

\ Contact a sponsor
A Click here to cOMtOCt YOUr oW OF 0 New Sponsor

Contact a sponsor.

If you would like to contact your own or a new sponsor, please start typing the sponsor name into the box below

Sponsor
S

‘Complete Networks Limited

Dt Instaliation Networking Ahatically provide your Se el number and name to the sponsor as part of your contact request.
Services T/A as Data Techniques  pnsor anything else, please type it in the comments box below.
ower Ltd

KN Network Services Limited
Network Construction (GB) 1Ltd
Network Construction Services
Ltd

Network Rz|

Contact a sponsor.

If you would like to contact yeur own or a new sponsor, please start typing the sponsor name into the box below.
Sponsor
Network Rail

The Sentinel system will automatically provide your Sentinel number and name to the sponsor as part of your contact request.

If you would like to tell the sponsor anything else, please type it in the comments box below.

Comments

Hi

I would like to ask if my Sentinel card




Account Settings
A. Click the Account Settings icon.
B. Click the Change my password icon.

C. The first box requests the present password. Type this in then in the next two boxes,
type the new password. Click the Save icon.

Account settings
Change your emall optlons and security detalls

K

Change my password
Click here to change your password

Old Password

New Password

Confirm Password

Save




A. In the Security Details screen, click on the Change email settings icon.

B. Type in your preferred email address.

C. Expiry Alerts 1 by ticking this box, mySentinel will email you when any of your
competences expire. Emails are sent to you at 12 weeks before expiry, 8 weeks, 4
weeks and 2 weeks. It will also email you when your medical or photo is about to
expire. This is recommended. Click Save when finished.

Change email settings /

Update your emall address and
manage your emall alert settings he
















