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Welcome to Sentinel.

Your passport to working on the rail infrastructure.



The Sentinel app enables a number of safety related functions, most
importantly providing confirmation that individuals have Authority to Work .

The app automatically checks that someone has a Primary Sponsor, that they
hold a relevant core competence and they have a valid medical and drugs and
alcohol certification.

The following shows you everything that the app can do and you will find that
with a good Wi-Fi or mobile data connection the swipe in process is very quick.
Swiping in supports the following functions:

It allows card checkers to swipe themselves and their team in and validate their
Authority to Work.

It allows individuals working alone to swipe themselves in as a lone worker and
enable the recording of their competencies and fatigue risk.



You can download the app from

5 Google play

#_ Available on the
| App Store
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Swipe In

Click on the Sentinel app on
the main screen to open the

app.
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[Sentinel= "

ONLY TO BE USED IN A POSITION OF SAFETY

Click on the QR Code button
and the camera will open.
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The card checker has to swipe in first before they swipe their team in. To
do this position the card with the QR code facing the camera.

Once scanned you get the
Select Sponsor screen. The
Sentinel app shows the Primary
and Sub sponsors .

Select the correct Sponsor
and click the Done box to
continue.
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Swipe Out Reminders

Sentinel=

30 minutes

You have the option
to be able to swipe
out yourself and the
whole team and
when the reminder

will appear.
You can set swipe Select Swipe
out reminders by Out Reminders Change your swipe
selecting the 3 in the drop out reminder
lines in top right down menu. settings & select
of screen. Save.
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You will be
taken back to
the home
screen.



09:50

Sentinel=

Start Shift

or
Pick Another Location

Record Use of Competence

The first time you use

The Location Type lists the work area. Select
the Location Type that matches or closely
matches the relevant location then select Next.

- O2:UK * LLE ]|

Main Menu Location Type
Area Plant Manager
Depot
Electrical Control Room
Fixed Work Site

IECC

Level Crossings

Local Distribution Centre
LU Possession SAC point
LU Station SAC point
Maobile Site

MOM

the app you will need to N oree

Select your Location. To

do this click on Start
Shift.

The Sentinel app will then display
the Locations associated to the
location type. Chose your location
and select Next.

Awre Down

Barmoor Clough

Batlay Station
Brecinarie Drain

Calcot Mill

Carlton Road Down Fast
Castle Eden

Challow UM

Collingham

Colton MNth 3F
Coventry Platform 3

Crossgates




Your profile page appears and it is here you can check and record competence,
check medical expiry data and add the relevant swipe in details.

 Medical Restrictions and Expiry are shown.

« Enter the Time left place of rest, e.g. Click on Swipe in
home/hotel. to continue

* Planned shift duration takes into account
how long the shift is.

« Travel time to place of rest is also entered.

- Competencies an individual will be using that i =
shift can be recorded. &
* Anindividual’'s Swipe Out Reminder can be s o 03
selected and set.
 Valid Until date of each competency held is oo
shown. e oot et 2
:‘Gr:\: left place of rest 8:30
As long as you are in an area of communication the ey e
system will remember the details you enter. This R Compstnce sage

Swipe Out Reminder

means that each time you swipe in, these details, and e i o i
those for your team, will be shown making the swipe in
process quicker.




This team screen shows who is on shift, and where the shift is based.

ull 02-UK 4G

Main Menu

(L]

Record Safety Briefings

It also displays how
long is remaining on
the shift time they IR T eectsooner
entered.

Amay OWR Ltd [ Primary )

To swipe in another
team member, click
on the QR code : P DA S R
icon. Oone

Scan the card,
select the correct
Sponsor and then
press Done.




You can now check that they have the correc
competencies then input their travel and shift
times and select Confirm / Allow.

Test Card 9
1201329

Last Updated: 22/07/2020 10:55

Medical Held
Expires 14/09/2028

Swipe Information
Currently swiped in to :

Hours since last swipe out : 212
Today

Role
Time left place of rest 1515
Planned shift duration 0h 0m

Travel time to place of rest 1h Om

t

il 02-UK 4G

Main Menu

10:57

Record Safety Briefings

Notice the
team is now
being built.

The process
IS repeated for
all members
of the team.



Forgotten Cards and TVPs

all 02-UK 4G 10:57

Main Menu Record Safety Briefings

Select the
Forgotten Card
button in the
team screen.

Surname

Initial

DoOB

Sentinel No 60425

Input the Surname and Initial
plus either the Date of Birth or
the Sentinel number and click
Find. When the person has
been found click on them to
bring up their details.

Allow

Medical Held
Expires 22/04/2025

Swipe Information

Currently swiped into :

Hours since last swipe out : 2138
Today

Role
Time left place of rest 07:30
Planned shift duration 0h0om

Travel time to place of rest 0h30m

Record Competence Usage

Swipe Out Reminder

Set swipe out reminder? L )

Planned time at current location  10h Om
Swipe out reminder at 20:23

Competences Held
[Competence Expi

The process for swiping in an individual who
has forgotten their card.

If an individual has
forgotten their
Sentinel card
more than 3
timesinal2
month period, they
will be
automatically
denied access to
work.

Then fill in/check the information
as before and select Confirm /

Allow.



Scan the QR
code on the TVP.

Produced at: 14:24, 04.10.2018

s |

—( | (T |
i Vo |mzo|z?cszms| expires at |vsoo|z?aszoxs|

[t v v s

lleqnslingiw\sotl Network m|

The QR Code above. top right, can be scanned using any smartphone which has a QR scanning app installed.
This TVP must be used in conjunction with photographic ID.

IMPORTANT: It is ESSENTIAL that lso
available via the following link

visit. Failure to comply with th

u rezd and have understood the Key Safety Information below which
5 Kt

waw.railsentinel.co.uk Sentinel befors your
ted requirements will result in your being prohibited from entering the trackside

environment
They must
+ remain under the supervision of a COSS at all times
+ receive  briefing from the COSS on the safety arrangements for their visit
+ keep this permit with them during their visit and show it on request

+ give the permit back to the COSS 2t the end of their visit

The person named above has been authorised to go on or near the line at the location(s) listed below:

Location Signed by COSS COSS Sentinel Card Number Signed by Visitor

Glasgow

Hastings

| Any special medical restrictions or precautions

09/12/2020

The process for swiping in an individual who
has a TVP.

il K 4G 10:57 e

Main Menu Record Safety Briefings

Planned Wark Hours Left

John Henry
100331474

Test Card 1
9h45m
Click to view details

Test Card 3

Click o view details

Swipe Information

Currently swiped into: 9h45m
Hours since last swipe out :0
TVP Information

Reason for Visit Track Visit

Click to view datails

Test Card 9

-
-
-

Cligk o view details

Valid From 14/01/2016 08:30
John Henry

Expires 15/01/2016 00:00
Cancelled Date Click to view details
Sponsor Name Amey OWR Ltd

Locations Blatchlay

Forgotten Card QR Code

Before continuing Notice the TVP

with this, check the holder’'s name is now
location and the included in the team
date then select the screen.

Allow icon.
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Conducting a Safety Brief

As this team will be accessing the infrastructure, the
card checker needs to record the Safety Brief.

il 02-UK 4G 10:57 AU

Main Menu Record Safety Briefings Select Record Safety Main Menu
Briefings and then click o
enter the safety briefing
reference (usually the

SSOWP reference).

“TRK13579"

12 3 4 5 6 7 8 9 0

() £ & @

Forgotten Card




After the Safety Brief has been delivered,
the reference is typed into this screen.

Then click the Next button.

ol 02-UK 4G

Main Menu

Safety Briefing Reference

TRK13579|

Give Another Safety Briefing

Go Trackside

"TRK13579"

112134516 |7]8]9|]0

To accept the Safety Brief

(N I£]l&je]”
@ everyone has to have their

card scanned again. To do
this click on the QR Code
button and scan each team
members card.
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The green circles against a person’s name
indicates they have accepted the Safety
Brief.

If not all team members have been
swiped again to verify they have had
the safety brief, when you press Go
Trackside you will see this pop up S

Eder
Planned Work Hours Left

message. x“”‘ EE

Click to view details .

If Yes is selected, The system will B o o |
record you as going trackside with
one or more team members who will

r card via QR code using the button below to ‘Scan your card via QR code using the button below to
nowledge Safety Briefil acknowl

R
ledge Safety Briefing

not have the Safety Brief registered -

against their name in Sentinel.

Forgotten Card B QR Code

If No is selected, you can scan the
missing team member’s card and then
select the Go Trackside button again.
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Risk Assessment

When someone is swiped out at
the end of their shift, it starts the

12 hour rest rule. This means oo el | After

that if they try to swipe in without e & adding/changing the

having 12 hours rest the system N Time left place of

will recognise this and ask for a rest, Planned shift

Risk Assessment to be Goves o2z duration and Travel

completed. s time to place of rest,
e select the Risk
rsmnamn oo, [l ASSESS button.

If a Risk Assessment is required

a red box with a message will be S —

shown under the persons name
and Sentinel number.
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Apply your local process for recording a fatigue Risk Assessment. The person who
has conducted the risk assessment then gives the card checker their name or

Sentinel number and a reference number.

Less than 12 hrs since Swipe Out Risk
5 = Assessment Required
Less than 12 hrs since Swipe Out e
Risk Assessment Required Before this person can start this shift, a Risk

Assessment must be carried out. Please contact

Before this person can start this shift, a the»Du!y Manager or Nominated Person and enter

Risk Assessment must be carried out. their details below

Please contact the Duty Manager or

Nominated Person and enter their details
below

123456
John Smith
JS9876

What was the outcome of the
Risk Assessment?

What was the outcome of the
Risk Assessment?

The information is entered Once the information has been

into the relevant fields by ~ entered the card checker selects

the card checker. the relevant Deny or Allow
button.
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il 02-UK 4G 10:57 (1]

Main Menu Record Safety Briefings

QR Code

If allow is selected the
person will appear on the
team screen and the person
is Swiped In. If deny is
selected the person will not
appear on the team screen
and will not be swiped in.



Dealing with instances of denied access

During the course of Swiping In there may be instances where team members will

be denied access.

The system will
automatically
detects if someone
doesn’t hold the
correct details on
their profile to work
and will display a
message.

e.g Check Primary
Sponsor, Check
Core Competency,
Check Medical,
Check D&A (or a

combination of all 4)

al 02-UK 4 10 T3
=
Test Card 7
1201326 &
Last Updated: 22/07/2020 10:55

Check Core Competence

Test Card 9
1201329

Medical Held
Expires 14/09/2028

Swipe Information
Cugen yioedio

Lack of PPE

If the card checker
wants to deny an
Individual access to
Site for a reason
covered by pre-set
reasons shown
when selecting
deny, they would
choose the most
appropriate reason
and press OK.



Recording Use of Competence

As a card checker you can award use of competence for your team at any
point in the day or at the end of the shift.

select the On shift team screen and select Record
with... button. Competence Usage.

R

Medical Held
Expires 22/04/2025

>
. saer
S E n t I n e | ! Planned Wark Haurs Left Swipe Information
SUnpr Currently swiped in to :
9h4sm Hours since last swipe out : 2138

Today
Role
Time left place of rest

or
Planned shift duration 10h 0m

Pick A t Test Card 4
oo Travel time to place of rest 0h30m
Give a Trackside Safety Briefing Click ta view details
Record Competence Usage
Record Use of Competence at h 45 Swipe Out Reminder
Bletchiey Depot

Set swipe out reminder? | @)
Planned time at current location

Swipe out reminder at
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Select the competence which has been used by sliding the button to the right.
When recording use of competence a note may be added, however this is not
mandatory.

Select the Record
button.

1201329

Then you are taken i e o
back to the
individual’s profile ‘“
screen. |

Role

Time left place of rest 15:15

Planned shift duration 0h0m

Travel time to place of rest 1h Om

Record Competence Usage

Swipe Out Reminder
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If you are not on shift but you want to award
someone Use of Competence you would first swipe
in and then from the main menu you would select
Record Use of Competence.

Choose the location where the
competence was used and the
date it was used. Add a Safety
Briefing reference if it is relevant.

Start Shift

If you put in a Safety Brief
e el reference you will not be able to
record relevant core competence
as this will have been recorded
automatically at the time the shift
took place.

Select the QR code button and
scan the persons card.
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v B e

o Record Use of Competence

Back

Record Competence Usage at
Banbury Maintenance Depot

or | Pick Another Location

Date Competence Used

04 Apr 2016

Safety Briefing Reference
CN-2583536894)

Forgotten Card QR Code




Select the
Select the Record competence to be The dates are not
Competence recorded and add a shown in the app but
Usage button. note if required and are uploaded to the
then press Record. Sentinel database.

il 02-UK 4G (T2
it 02-UK 4G . 1l 02-UK 4G

Deny Allow

Deny ( Back

Test Card 9

Test Card 9 Competence usage can only be recorded once 1201329

1201329 per day at each location
Track Safety

Personal Track Safety.

Last Updated: 22/07/2020 10:55 Automatically logged as part of Safety Briefing bein.. Last Updated: 22/07/2020 10:55
AC Lines
Medical Held

Expires 14/09/2028
Swipe Information
Currently swiped into :

Medical Held
Expires 14/09/2028

Swipe Information Rail Plant
Currently swiped into:

Hours since last swipe out : 212

Today

Role

Load and Unload Mobile Flash Butt Welder.

Hours since last swipe out : 212
Today

Role
Time left place of rest 15:15 Time left place of rest 15:15
Planned shift duration 0h 0Om Planned shift duration 0hO0m
Travel time to place of rest 1ThOm

Record Competence Usage

Swipe Out Reminder

Travel time to place of rest 1h Om

Record Competence Usage

Swipe Out Reminder

Qat cwina At ramindar? Qat cwina At ramindar?
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Dealing with changes in the day

If in the course of a day a member of
your team needs to change location
select the On Shift with... button in
the Main Menu.

Record Use of Competence at
Castle Eden

If TfL, please ‘Check a Card’ via the
submenu

Select the member of
your team.

. 02-UK =

Main Menu

Forgotten Card B QR Code




This removes the person from the
Select the Continue card checkers team screen and
working at another enables them to be Swiped In by
Location button. the next card checker.

Cancel

JAMES BLACK

Last Updated:07/07/2016 10:48
Medical Restrictions
Requires Glasses

Requires Contacts ‘
Click to view details

Swipe Information
Currently swiped into :
Castle Eden

Castle Eden

Hours since last swipe out :

Main Menu

p HARRISON BAILEY

7h45m

Today

Role

Tima laft nlara nf ract

718
Finish Work
for the day Forgotten Card QR Code
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The person travels to the next location and the new
card checker swipes them into their smartphone as
before.

The new card

checker can amend The person has

" - . : now joined the

their Travel time to J

new team.
place of rest but not

i —— their Time left place

of rest or Planned

Shift duration.

S The card checker

Travel time to place of rest 0h30m

would then press
Allow.




Recording a completed Site Induction

From the Main Menu, select
i /| the SUb menu bUtton' Show Own Card :
Sentinelz: Depending on the phone ! ovmte i

art| Show History

this could be at the top or  creskacas

Pick a Lt
Swipe Out Reminders

bottom of the screen.

*e000 02-UK 4G 09:50 v % 96% W

Start Shift

or
Pick Another Location

Record Useof  Ap 0 ¢

Give a Trackside Safety Briefing

Select Give Site Induction
from the drop down menu.

Record Use of Competence

If TfL, please 'Check a Card’ via the
submenu
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*8000 02-UK = 10:29 #8000 02-UK = 10:29 ®e000 02-UK 7 10:29

< Location Type Location Main Menu

Main Menu

14/01/2016 10:29

612183 i
Site Induction

Choose the Awre Down
L O C at I O n Typ e Barmoor Clough
and Location. matey Saor

Brecinarie Drain

Calcot Mill

Carlton Road Down Fast
Castle Eden

#0000 02-UK = 10:29 Challow UM

Main Menu Location Type Collingham

Depot Colton Nth SF

Fixed Work Site Coventry Platform 3

Forgotten Card B QR Code Forgotten Card B QR Code

LU Possession SAC point

LU Station SAC point

Mobile Site

Select the QR Code button and

scan the card. Now the team

member has
been recorded,
their details
can be seen.

Repeat this for all team
members until everyone has
had the Site Induction recorded
against their name.




If you have set a swipe out reminder this will pop up at

Swiping Out the selected time.

HORACE HICKS
641881

Swipe Out Reminder 7h4sm

Last Updated:04/08/2016 14:05

HORACE HICKS Swipe Information
: 7h45m Currently swiped into :

Haversham

Reminder to swipe out NR TEST Cardholder &5
1166672 at 13:06

Hours since last swipe out :

Click to view details
JIMMY BRIGGS

7hasm Today
Click to view details Role

Time left place of rest 7:00

Time left place of rest

Planned shift duration 8h Om
Planned shift duration

Travel time to place of rest 0h Om

Finish Work
for the day

Travel time to place of res'

You are able to either o
snooze the reminder In the team screen, Select Finish Work

for the default 15 select a member of for the Day and
minutes, increase the the team to swipe out. select Confirm on the

snooze time, or popup screen.
dismiss the reminder.
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Back at the team
screen, notice that

person is no longer

part of the team.

Now select the next

person.

. 02-UK 4G

Main Menu

Planned Work Hours Left
& DIRK BUTLER
Click to view details
& HORACE HICKS
Click to view details

Forgotten Card B QR Code

09/12/2020

Again, select Finish
Work for the Day
and the Confirm on
the popup screen.

e000 02-UK 4G 14118

< Back

HORACE HICKS
641881

Last Updated:04/08/2016 14:05

Swipe Information
Currently swiped into :
Haversham

Hours since last swipe out :

Today

Role
Time left place of rest 7:00
Planned shift duration 8h Om

Travel time to place of rest 0h Om

B Finish work
: for the day

Sentinel Site Access V2.0

The card checker
IS the last person
to swipe out.

Test Card 9
1201329

Last Updated: 13/08/2020 13:02

Medic
Expire Confirm End of Day
Swipt This will enforce the 12 hour rest
e period prior to next swipe in
Birmi

Hours

Today

Role
Time left place of rest
Planned shift duration

Travel time to place of rest

Continue working
at another location



